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Abstract. Cross-center deployment of medical image segmentation mod-
els faces dual challenges: domain shifts from varying imaging proto-
cols and strict clinical constraints on privacy, security, and trustworthi-
ness. Most existing domain adaptation methods require access to source-
domain data or model parameters, which may cause privacy leakage and
model attacks in real clinical settings. To bridge this gap, we propose
a general, privacy-preserving, and trustworthy online adaptation frame-
work. Under a strictly black-box setting (no source data, no parameter
access), yet it continuously improves segmentation performance on the
target domain and quantifies reliable uncertainty. We reformulate adap-
tation as approximate Bayesian inference over input-space perturbations:
(1) we replace parameter updates with function-space posterior sampling
via frequency-domain amplitude perturbations that preserve anatomical
structures through phase spectrum invariance; (2) predictive uncertainty
from posterior ensembles guides source-consistent adaptation by filtering
unreliable samples; (3) semantic anchors and a memory-based empirical
prior jointly prevent error accumulation. Experiments on multiple public
and private cross-center datasets demonstrate consistent out-of-domain
performance gains and well-calibrated uncertainty estimates under strict
black-box settings.
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Fig. 1. Limitations of conventional source-based domain adaptation and white-box on-
line adaptation under realistic clinical constraints, and our proposed black-box solution
tailored to real-world deployment.

1 Introduction

Medical image segmentation is essential in clinical practice. Although deep learn-
ing models perform well on single-center datasets [26], their performance often
degrades in multi-center, out-of-distribution (OOD) settings due to domain shifts
arising from variations in imaging devices, protocols, and patient populations,
which limits clinical applicability [5]. Furthermore, real-world deployment re-
quires not only accuracy but also trustworthiness: models should quantify reli-
able uncertainty when encountering OOD inputs, noise, or artifacts [9,6].
Domain adaptation methods have improved robustness to distribution shift,
yet their assumptions frequently conflict with real clinical constraints. Unsuper-
vised domain adaptation typically requires access to source data, which may be
prohibited by privacy regulations [2,8]. Source-free domain adaptation removes
this requirement, but many approaches rely on multiple passes over the full tar-
get dataset and thus do not naturally support streaming clinical data [3,11].
Online [18]/test-time adaptation (TTA) [12] updates model parameters on in-
coming test samples via entropy minimization [20,27], batch normalization up-
dates [23,7], or self-training [14,17]. Despite empirical success, these methods
generally require white-box access (parameters/gradients) and online weight up-
dates, which can be infeasible in practice due to intellectual property protection,
restricted execution environments, and security concerns. Paranjape et al. pro-
posed a black-box adaptation solution, but the approach relies on specific foun-
dation models and prompts [15]. In clinical settings, deployed models are often
unknown (model-agnostic) to protect security and intellectual property (IP) [1].
Therefore, an important yet under-explored scenario is online cross-center
segmentation under strict black-box access (Fig. 1), where models achieve
continuous performance improvement while providing reliable uncertainty esti-
mation. A safer and more trustworthy clinical adaptation setting should therefore
satisfy three requirements: (1) no access to source-domain data, (2) no visibility
into model internals (input-output access only, model-agnostic), and (3) support
for uncertainty quantification. Under these constraints, source-based distribution
alignment and gradient-based parameter updates are infeasible, invalidating the
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core assumptions of traditional adaptation methods. The core challenge there-
fore shifts from "how to update network parameters” to "how to reliably change
the model’s functional behavior without touching its internals, and how to know
when the model is unreliable.” This leads to three closely related questions in
the black-box setting: (1) How can we achieve sustained online improvement?
(2) How can we align target samples with the source distribution? (3) How can
we obtain reliable uncertainty estimates?

To address this setting, we reformulate online adaptation as approximat-
ing Bayesian inference in function space rather than optimization in parameter
space. Concretely, we treat the deployed segmenter as a fixed black-box predictor
that can only be queried with inputs and returns prediction logits. Adaptation is
achieved by learning a sampleable distribution over input-space perturbations:
for each incoming target sample, a probabilistic perturbation network amor-
tizes an approximate posterior over a latent variable, from which we generate
constrained frequency-domain amplitude noise [29] to obtain a source-consistent
input. To encourage source-consistent behavior without access to source data, we
combine two complementary regularizers: (1) a memory bank that stores latent
codes from low-uncertainty cases and forms an empirical prior to guide posterior
updates and mitigate drift; and (2) semantic anchors constrain the perturba-
tion to preserve anatomical content and prevent degenerate transformations.
Multiple posterior samples yield an ensemble of perturbed inputs whose aggre-
gated predictions improve robustness, while the predictive dispersion naturally
provides an uncertainty estimate. This framework enables continuous, privacy-
preserving, and model-agnostic online adaptation for cross-center medical image
segmentation under strict black-box access.

2 Methodology

2.1 Problem Statement and Revisiting Online Adaptation

Let F : X — Y denote a pre-trained medical image segmentation model de-
ployed in a target clinical center, where X ¢ R¥*W is the image space and ) C
RAXWXC denotes the pixel-wise logits. Conventional online or test-time adap-
tation methods address domain shift by optimizing model parameters 6 using
target samples, typically by minimizing entropy, enforcing consistency, or per-
forming self-training. Formally, such methods solve: mein B, [£(Fo(ze))] [25],

where D, denotes the target-domain data distribution, and the optimization re-
quires gradients of the objective with respect to 6.

However, in realistic clinical deployments, this optimization paradigm be-
comes infeasible. In particular, we consider a strict black-box setting, where:
(1) no access to source-domain data is available; (2) model parameters 6 of F are
fixed and inaccessible; for any input € X, the model returns logits y = F(x).
Target-domain samples {z;}$°; arrive sequentially in an online manner. The
objective is to improve segmentation performance under domain shift, while
simultaneously providing reliable uncertainty estimates, without modifying
F or accessing any source information.
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Fig. 2. The proposed framework: (a) source-consistent perturbation via amplitude-
spectrum modulation with phase preservation and memory-guided posterior; (b)
uncertainty-aware inference through posterior ensemble predictions.

Function-Space View: In white-box adaptation, domain shift is typically
addressed by updating model parameters §. Under black-box constraints, 6 is
not accessible. Instead, we reformulate adaptation as modifying the effective
input-output function via input-space transformations. Let g4 : X x Z — X be
a stochastic perturbation function parameterized by ¢, where z € Z is a latent
variable. The adapted predictor is then defined as the composition:

Fo(,2) = F(96(, 2)). (1)

Rather than optimizing a single deterministic perturbation, we model a distri-
bution over perturbations, enabling Bayesian inference and uncertainty quan-
tification. The core idea is to learn a posterior distribution over perturbation
functions that align target samples with the source-domain behavior of F.

2.2 Bayesian Perturbation Modeling for Domain Alignment

Latent Variable Model: For each target sample z, we introduce a latent
variable z that controls the perturbation:

z Np(z)a x = g¢($,2), (2)

where p(z) is a prior over perturbations. The prediction is y' = F(z'). We aim
to infer a posterior distribution p(z|z,F) that induces perturbations yielding
source-consistent predictions under F.

Perturbations on Frequency-Domain Amplitude: Cross-center domain
shifts in medical imaging are dominated by low-level appearance variations
(e.g., intensity, contrast, scanner characteristics), while high-level anatomy re-
mains stable [16]. To exploit this property, perturbations are applied in the fre-
quency domain. Let Frpr(-) denote the Fourier transform. For an input image ,
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Frrr(z) = A, © €'®+ | where A, and ®, are amplitude and phase components,
respectively. The decoder maps z to an amplitude perturbation N(z), yielding
Ay = Ay + N(2), ®,» = ®,. The adapted image is then obtained by inverse
FFT: 2’ = .7-'1§FIT(AI/ © e'®=). This design guarantees structural preservation
while enabling flexible appearance adaptation.

2.3 Uncertainty-Regularized Posterior Inference

Under strict black-box constraints, reliable online adaptation requires prevent-
ing drift caused by self-reinforcing errors while maintaining sufficient plasticity

to accommodate domain shifts. To this end, we introduce a semantics-gated
Bayesian updating mechanism driven by uncertainty, which jointly governs pos-
terior regularization and memory-based prior estimation.

Uncertainty Estimation: Given multiple posterior samples {z; } 5| ~ g4 (2|2, y),
we obtain an ensemble of predictions:

{yr = F(gs(z, 21)) },i(zl . (3)

Uncertainty is quantified as predictive dispersion: U(x) = Vary(yx), which cap-
tures ambiguity in identifying source-consistent input transformations under
black-box access. It reflects functional sensitivity to admissible perturbations
and directly characterizes the reliability of the adaptation outcome.
Functionally-Gated Memory Bank Construction: Low adaptation uncer-
tainty alone is insufficient to guarantee semantic correctness, especially during
early stages of online adaptation. We therefore introduce a functionally-gated
memory bank to construct a robust empirical prior over latent perturbations.
Let y = F(x) and y' = F(a') denote the predictions of the original and per-
turbed inputs, respectively. We admit a latent code z into the memory bank
only if it satisfies: Ungapt(z) < 7, and sim(y,y’) > 6, where sim(-,-) denotes
cosine similarity. The uncertainty threshold 7 is defined as a running percentile
to ensure scale invariance. This functional gating mechanism ensures that stored
perturbations not only yield reliable predictions but also preserve the model’s
intrinsic semantic decision structure, effectively mitigating confirmation bias and
long-term drift during online adaptation.

Online Empirical Prior with Temporal Smoothing: The memory bank
is implemented as a fixed-length FIFO queue with expiration, allowing outdated
latent codes to be gradually discarded as the target distribution evolves. From
the current memory contents, we estimate an empirical Gaussian prior pa(z) =
N (ppt, Xaq)- To ensure temporal stability, the prior parameters are updated
using exponential moving averages (EMA): USf/)( =(1- a),uﬁ\t/fl) + oz, where
Z; denotes the mean of newly admitted latent codes at step t. This smoothed
update balances stability and adaptability, preventing abrupt prior shifts caused
by transient or noisy samples. Posterior inference is then regularized via:

‘Cprior = KL(Q¢(Z | !L‘7y) ||pM(Z))7 (4)

which encourages consistency with historically reliable adaptations while pre-
serving flexibility for ongoing domain alignment.
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Table 1. Quantitative comparison on echocardiography datasets. A and B denote
Private-Echo-A and Private-Echo-B, respectively. *, t, and i indicate significant im-
provements of our methods over Source, TENT, and TEGDA, respectively (paired
t-test, p < 0.05).

Methods CardiacUDA—A CardiacUDA—B A—CardiacUDA A—B
Avg.DSC Avg.95HD| Avg.DSC Avg.95HD| Avg.DSC Avg.95HD| Avg.DSC Avg.95HD
Source 67.433.15 38.168.42 | 81.541.83 25.724.12 | 71.283.08 36.527.95 | 74.182.06 31.846.01
Ours 70.052.94% 35.217.48" |83.391.66" 21.753.97" | 74.882.72" 32.946.80" | 77.252.68" 29.386.20"
TENT [ ] 69.123. 00 36.247.81 | 82.891.75 22.17402 | 73.64291 34.887.21 | 76.41281 30.126.54
SAR [22] 70.432.88 34.927.31 | 83.571.70 21.843.83 | 74.219.79 33.57s.08 | 76.932.77 29.74¢.33
CoTTA [ ] 71.162.74 34.286.94 83.901_67 21-553.83 74.862,63 33-126.74 77.682,63 29-216.18
InTEnt [4] 70.222.00 34.917.35 | 82.88172 22.243.96 | 74.092.85 33.817.03 | 76.852.72 29.896.41
TEGDA [28] 72.84261 32.836.42 | 85.28150 20.923.60 | 76.382.50 31.476.32 | 79.862.46 27.685.87
Ours+TENT |72.112.671 33.636.58" |84.611.667 21.233.721 | 75.922.587 32.266.417 | 78.942.547 28.636.02"
Ours+ TEGDA|76.825.55" 29.56.07%|87.451 46" 20.693.53%|79.240.41% 29.926.00%(82.975.10" 25.925 35

Semantic Anchoring via Observation Likelihood: Under black-box con-
straints, two types of observations are available. (1) a structural observation is
derived from the phase spectrum. Since the phase is an explicit invariant of the
generative process, we model its consistency via: p(®, | ®,) = N (®; ®,,031),
leading to a phase consistency loss ||®, — <I>z/||§. (2) Prediction consistency is
modeled as a heteroscedastic likelihood whose negative log-likelihood is propor-
tional to predictive dispersion: —logp(y | z,z) o Vary(F(g¢(, 2;))), which
favors perturbations yielding stable predictions under the black-box model.
Variational Objective: We maximize the evidence lower bound (ELBO):

Eq(z1o) [logp(y | z,2) + logp(®ar | ®2)] — KL(g4(2 | z,9) | pm(2)).  (5)

Importantly, optimization does not require gradients or parameter updates of
F. The deployed model is queried only through forward inference F(gy(z, 2))-
Inference: Multiple samples from the learned posterior generate an ensemble
of adapted predictions. The final segmentation is obtained via aggregation based
on uncertainty, while uncertainty map is reported alongside predictions.

3 Experiments and Results

3.1 Experimental Setup

Datasets: We evaluated the proposed black-box online adaptation framework
on 2D echocardiography and 3D CT segmentation tasks using both public and
private clinical datasets. For echocardiography, we used CardiacUDA [24] (pub-
lic, 1932 adult images) together with two private datasets: Private-Echo-A (pedi-
atric, 1014 images) and Private-Echo-B (adult, 157 images), which exhibit sub-
stantial variations in anatomy, demographics, imaging devices, and acquisition
protocols. For abdominal CT, experiments were conducted on public BTCV [10]
and WORD [13] datasets, covering diverse scanner vendors and protocols.
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Table 2. Quantitative comparison on CT datasets. Abbreviations: Spl = Spleen, R.kid
= Right Kidney, L.kid = Left Kidney, Gall = Gallbladder, Eso = Esophagus, Sto =
Stomach, Pan = Pancreas. ( *¥paired t-test, p < 0.05)

Methods BTCV — WORD WORD — BTCV
Spl R.kid Lkid Gall Eso Liver Sto Pan | Avyg.DSC Avg.95HD| Avg.DSC Avg.95HD
Source 87.35 85.14 81.49 52.78 4852 94.44 75.13 56.60| 72.683311 19.7915.01 | 67.5625 16 25.5219.18
Ours 87.60 86.83 83.25 56.38 57.43 94.59 75.87 60.26 |75.2804.55" 11.0313.81"|69.7216.84" 16.8416.72
TENT [19] 87.04 85.17 84.13 50.37 51.91 95.12 75.92 58.48| 73.5251.05 13.4515.13 | 70.841402 14.921457
InTEnt [4] 87.60 86.83 89.25 55.38 52.43 93.59 75.87 60.26| 75.1524.55 11.6915.03 | 71.6313.7s 13.7814.04
TEGDA [28] |88.28 89.19 87.94 60.11 62.00 93.53 77.97 65.93| 78.121s72 10.0716.30 | 76.1811.62 11.6212.08
Ours+ TENT |87.62 87.07 83.51 60.30 58.52 94.58 82.66 64.55 | 77.3510.811 10.7614.75' | 76.4210.041 10.9411.671
Ours + TEGDA|90.76 92.49 90.45 70.09 68.11 94.79 82.41 72.51|82.7011 04" 9.4312.11% [79.2313.51% 9.8710.14

Table 3. Ablation study of core compo- Table 4. Ablation study on filtering
nents (BP: Bayesian perturbation; UP: strategies (Unc: Uncertainty; Sem: Se-
uncertainty-aware posterior; MB: mem- mantic; BT: BTCV; WO: WORD; Drift:
ory bank; SA: semantic anchoring; C: % of sequences with >5% DSC degrada-

CardiacUDA; A: Private-Echo-A). tion over 50 consecutive samples).
BP UP MB SA| C—A BTCV—-WORD Filtering Strategy C—A BT—WO Drift
v - — — |67.823.11 72.4126.34 None 68.213.04 73.422087 15.6%
n/ / 69.053_02 73.6825,17 Unc—only (Z/{ < T) 69.183_05 74.3521.93 8.2%
v / v 69.702.958 74.5324.89 Sem-only (sim > (5) 68.953.12 74.0122.15 9.7%
S / /  /|70.052.04 75.2854 55 Dual 70.052.04 75282458 3.1%

Implementation Details: Strict black-box online adaptation setting: the de-
ployed segmentation model was frozen and only queried for logits. Target samples
arrived sequentially and were used once. The g4 is an eight-layer convolutional
architecture with a latent space dimension of 10. Our framework was trained on-
line with Adam, drawing multiple posterior samples per input. A fixed-size FIFO
memory bank with EMA maintained an empirical prior over latents. All datasets
shared identical hyperparameters. U-Net (2D) and V-Net (3D) backbones were
used, implemented in PyTorch 2.4 on a NVIDIA RTX 3090.

3.2 Comparison with Existing Methods

We experimentally compared our method against existing approaches. While
ours operates under strict black-box constraints, TENT [19], SAR [22], CoTTA [21],
InTEnt [4], and TEGDA [28] assume white-box access and rely on parame-
ter updates or gradient-based adaptation. Under these distinct settings, our
approach delivered consistent performance gains across all cross-center bench-
marks without compromising clinical privacy requirements, as shown in Ta-
bles 1 and 2, . More importantly, our Bayesian perturbation framework exhibited
strong complementarity with white-box adaptation: integrating it with TENT
and TEGDA yielded significant additional improvements, demonstrating that
input-space adaptation operated orthogonally to parameter-space methods and
provides a practical enhancement for privacy-sensitive deployments.
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Table 5. Ablation study of frequency-
domain perturbation (pert.: perturbation;
freq: frequency. amp.: amplitude).

Table 6. Uncertainty reliability and se-
lective risk evaluation (Spe.: Spearman).

CardiacUDA — A |BTCV — WORD
SA C—»A BTCV-HWORD Methods o " " AUROC |Spe. p AUROC

Baseline (IIO pert.) 67.433,15 72.6823,11 Entropy 0.21 0.62 0.18 0.59
Spatial noise 69.145 11 73.9824.54 TENT 0.34 0.71 0.29 0.68
Phase pert. 68.063.08  73.1224.41 TEGDA  0.41 0.76 0.36 0.74

Low-freq amp. only |69.343 12 74.5524.69 Ours 0.56 0.83 0.49 0.81
Ours 70.052.04 75.2824.58

3.3 Ablation Study

To validate the contribution of each component, we conducted comprehensive ab-
lation studies on cross-center echocardiography and CT segmentation tasks. As
shown in Table 3, the Bayesian perturbation (BP) module alone yielded modest
improvements over the source model, while incorporating uncertainty-aware pos-
terior inference (UP) provided consistent gains by guiding reliable adaptation.
The memory bank (MB) further enhanced stability through empirical prior reg-
ularization, and semantic anchoring (SA) yielded the final performance boost by
preserving anatomical fidelity during perturbation. BP defines a perturbation hy-
pothesis space, whereas UP and SA suppress unreliable perturbations and stabi-
lize adaptation. Crucially, Table 4 showed that our dual filtering strategy, which
required both low adaptation uncertainty and high semantic similarity, reduced
error accumulation compared to single-criterion filtering or no filtering. This ap-
proach cut catastrophic drift sequences by over 80% while preserving superior
segmentation accuracy. Our frequency-domain ablation (Table 5) showed am-
plitude perturbations outperformed spatial noise or phase perturbations, while
preserving phase spectra was critical for anatomical fidelity. Additionally, hyper-
parameter ablation yielded optimal settings. We used K=6 posterior samples, a
memory bank of 128 with EMA rate a=0.05. Uncertainty filtering adopted the
30th percentile threshold 7, and semantic gating used cosine similarity 6=0.9.
Amplitude perturbations were limited to the lowest 25% frequency band.

3.4 Uncertainty Reliability Evaluation

Beyond accuracy, we assessed the reliability and clinical utility of predictive un-
certainty. Uncertainty was measured as the variance across posterior perturba-
tion samples and was correlated with segmentation error (1-DSC) using Spear-
man’s coefficient. As shown in Table 6, our method exhibited markedly stronger
uncertainty—error correlation than the source and test-time adaptation baselines
on both echocardiography and CT datasets, indicating that higher uncertainty
reliably reflected poorer segmentation under domain shift. For risk-aware de-
cision making, we further evaluated bad-case detection by computing AUROC
with uncertainty as the confidence score. Our method achieved the highest AU-
ROC, demonstrating effective failure identification. Overall, our uncertainty was
aligned with errors and supported trustworthy black-box deployment.
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3.5 Conclusion

We present a privacy-preserving black-box online adaptation framework for cross-
center medical image segmentation. By reformulating adaptation as approximate
Bayesian inference over input-space perturbations, our method achieves contin-
uous performance improvement and reliable uncertainty estimation without ac-
cessing source data or model parameters. Experiments across echocardiography
and CT benchmarks demonstrate consistent gains and strong uncertainty relia-
bility under strict black-box constraints. Limitations include increased inference
cost from posterior sampling and reliance on handcrafted frequency-domain pri-
ors. Future work will explore more efficient sampling strategies and extend the
framework to video and multi-modal clinical data.
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