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Abstract. Differential privacy (DP)’s effect in medical imaging is typi-
cally evaluated only through end-to-end performance, leaving the mech-
anism of privacy-induced utility loss unclear. We introduce Differential
Privacy Representation Geometry for Medical Imaging (DP-RGMI), a
framework that interprets DP as a structured transformation of repre-
sentation space and decomposes performance degradation into encoder
geometry and task-head utilization. Geometry is quantified by represen-
tation displacement from initialization and spectral effective dimension,
while utilization is measured as the gap between linear-probe and end-
to-end utility. Across over 594,000 images from four chest X-ray datasets
and multiple pretrained initializations, we show that DP is consistently
associated with a utilization gap even when linear separability is largely
preserved. At the same time, displacement and spectral dimension ex-
hibit non-monotonic, initialization- and dataset-dependent reshaping, in-
dicating that DP alters representation anisotropy rather than uniformly
collapsing features. Correlation analysis reveals that the association be-
tween end-to-end performance and utilization is robust across datasets
but can vary by initialization, while geometric quantities capture addi-
tional prior- and dataset-conditioned variation. These findings position
DP-RGMI as a reproducible framework for diagnosing privacy-induced
failure modes and informing privacy model selection.

Keywords: Deep learning - Differential privacy - Representation learn-
ing - Medical image analysis - Privacy-preserving Al

1 Introduction

Deep neural networks in medical image analysis are trained on highly sensi-
tive patient data [13]. Although such models achieve state-of-the-art diagnostic
performance, they may memorize individual-specific patterns, raising concerns
about membership inference, reconstruction attacks, and regulatory compliance
[10,18,19]. Differential privacy (DP) [7] provides a formal guarantee that limits
the influence of any single patient on the learned model. A randomized algorithm
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Fig. 1. Overview of DP-RGMI framework decomposing DP training into representation
displacement A(g), spectral structure deg(¢), and utilization gap G(e).
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A satisfies (g,d)-DP if for all neighboring datasets D, D’ differing in one sample
and all measurable outputs S,

Pr[A(D) € S] < ¢° Pr[A(D') € S] + 6. (1)

Smaller € implies stronger privacy. In deep learning, DP is typically implemented
[10,18,22,13] via DP-SGD [1], which clips per-sample gradients and injects Gaus-
sian noise. While this ensures provable privacy, it perturbs optimization dynam-
ics and often reduces predictive performance.

In medical imaging, this privacy-utility trade-off is almost exclusively evalu-
ated through end-to-end task metrics such as AUROC or Dice [10,13,18,16,17].
Yet models are rarely used once; they are fine-tuned, transferred across insti-
tutions, or deployed as frozen feature extractors. End-to-end performance alone
does not reveal whether privacy noise reduces linear separability, reshapes rep-
resentation geometry, or primarily impairs optimization of the task head [5], so
privacy model selection remains empirical rather than diagnostic. Representa-
tion geometry provides a principled perspective on this problem. The covariance
spectrum of embeddings characterizes intrinsic dimensionality and anisotropy,
and privacy-constrained optimization can induce structured spectral reshaping
rather than uniform collapse [2]. What is missing is a framework connecting such
geometric changes to downstream utility under DP.

We address this gap by introducing the Differential Privacy Representation
Geometry for Medical Imaging (DP-RGMI) framework. DP-RGMI interprets
DP training as a transformation of representation space and separates geometric
change of the encoder from utilization by task head. Concretely, it quantifies (i)
representation displacement from a shared pretrained initialization, (ii) spectral
effective dimension of the learned embeddings, and (iii) a utilization gap defined
as the difference between linear-probe AUROC and end-to-end private AUROC.
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Algorithm 1 DP-RGMI workflow

Require: Probe regularization \; utility metric U(-)
Ensure: For each &: (Uendzend; Uprobe, Gy A, deftr)

1: for e € £U {o0} do
2: Train (e, he) using DP-SGD with budget ¢
3: UendQend(g) <~ U(he o ¢s; Dtcst)
4: Ze  [¢=(2:)], Zo < [po(xi)] on Diest
i Ae) v iy 1Zeli] — Zoli]lI3
6.
7
8

Ye %(Zs - ME)T(Ze — He)
tr(Zs)z
tr(X2)

: Train linear proAbe fza on frozen ¢.
9: Uprobe(g) — U(hs o ¢s; Dtest)

10: G(€) < Uprobe(€) — Uendzend (€)

11: end for

12: return geometric diagnostic profile of DP training

deff (E) —

2 DP-RGMI framework

We formalize DP as a transformation of representation space rather than only
a scalar constraint on predictive performance. Given a pretrained encoder ¢q
and its differentially private counterpart ¢., DP-RGMI decomposes the analy-
sis into three components (Fig. 1): representation displacement, spectral struc-
ture, and utilization, separating what remains encoded in ¢. from how effec-
tively it is exploited during private training. We consider a model factorized as
fo(x) = ho(¢-(x)), where ¢. : X — R? is the encoder and h. a linear head.
All geometric quantities are defined in the embedding space of ¢. and compared
to the fixed initialization ¢, giving a shared coordinate system across privacy
regimes. Algorithm 1 summarizes the workflow.

Representation displacement. Let zl@ = ¢.(x;) and ZZ-(O) = ¢o(x;) denote
embeddings of the same test samples under private and initial encoders. We

quantify representation displacement as:

N
1
Ae) = 5 21127 = =13 (2)
=1

This measures how strongly DP-constrained optimization deviates from pre-
trained prior. Crucially, A(e) captures geometric movement independently of
task labels and isolates privacy-induced change from task-specific fitting. We use
a Euclidean metric to keep A orthogonal to the spectral diagnostic: a covariance-
aware metric (e.g., Mahalanobis) would whiten by the same covariance whose
anisotropy deg characterizes, conflating the two.
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Spectral structure. Let X, = & Zf.vzl(zf) —ue)(zgg) —pe) T denote embedding

covariance with eigenvalues {);}. We compute the effective dimension as:

2

(250)
XA

This quantity summarizes spectral concentration and anisotropy. Changes in deg

reflect how DP reshapes variance distribution across principal directions rather
than merely translating embeddings [2].

desi (€) = (3)

Utilization. To decouple intrinsic separability from private joint optimization,
we freeze ¢. and train a regularized linear probe. Probe utility Uprone measures
linear recoverability of class structure in the embedding. The utilization gap is
defined as:

G({f) - Uprobe({':) - Uend2end(€)7 (4)

which quantifies performance loss attributable to optimization under DP rather
than representational collapse. In this study U = AUROC, but the definition is
metric-agnostic. A large G(¢) indicates that discriminative structure persists in
¢ but is not fully exploited during private training.

DP-RGMI is model-agnostic and dataset-agnostic: it requires only access to
embeddings and standard evaluation metrics.

3 Experimental setup

Data. We study multi-label chest X-ray (CXR) classification on PadChest [4]
(110,525 frontal images from 67,205 patients) as the primary dataset, and use
an additional 269,796 images from other public CXR datasets for generalization.
PadChest was chosen for primary analysis as it provides binary presence/absence
annotations, the most radiologist-annotated labels among available datasets, and
sufficient size for stable geometric evaluation. As no official split exists, we con-
struct a fixed patient-stratified partition into training, validation, and test sets.
All geometric and utility analyses are performed exclusively on the held-out
test set (22,045 images). We focus on five common findings: atelectasis, car-
diomegaly, pleural effusion, pneumonia, and no finding. Images are resized to
224 x 224, intensity-normalized, and contrast-standardized following prior work
[16,3]. Class imbalance is handled via label-wise loss weighting. Code and pre-
trained weights are publicly available 4.

Model and training. We use ConvNeXt-Small [11] (49M parameters, em-

bedding dimension d = 768) with a linear multi-label head. ConvNeXt avoids

4 https://github.com/tayebiarasteh/CXR-adaptation, and weights are available
from HuggingFace.
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Fig. 2. Per-label utilization gaps G(e) for different € on the PadChest dataset.

batch normalization, which is incompatible with the per-sample gradients re-
quired by DP-SGD, and remains stable under gradient clipping and additive
noise; convolutional backbones have predominated in DP-SGD medical imaging,
whereas transformers [20] show unstable DP optimization [13]. Models are opti-
mized with AdamW (weight decay 0.01). Non-private training uses learning rate
1075, batch size 128, weighted binary cross-entropy loss, and light augmentation
(random horizontal flips and small rotations).

DP training. Private runs use DP-SGD without data augmentation [13,18].
Per-sample gradients g; = Vgl(0;x;,y;) are clipped to 2 norm C via g; = g; -

min(L ﬁ) and perturbed with Gaussian noise, § = ﬁ > ien 9itN(O, a2C?I),
followed by the update 6 < 6 — ng, with clipping norm C = 4. Training uses
Poisson subsampling: each example is independently included in a batch with
probability ¢ = 128/|Dy,ainl, consistent with privacy accounting. A Rényi DP ac-
countant [12] tracks (g,8) with § = 6 x 107 fixed, which satisfies § < 1/|Dgrain|
for all datasets; € is controlled by adjusting the noise multiplier o. Each initial-
ization branch includes a non-private baseline (¢ = o) and 3 decreasing privacy
budgets, all within € < 10, a commonly adopted privacy range in medical imag-
ing studies as a private model [13]. All private runs use a maximum budget
of 150 epochs; since the accountant accumulates privacy expenditure per step,
each run is trained until convergence and the reported € corresponds to its se-
lected checkpoint, which differs across runs. Privacy guarantees are applied at
the image level; since training samples correspond to individual radiographs, the
formal guarantee applies per image rather than per patient [16,18,13].

Initialization regimes. Recent studies consistently highlight the critical role
of initialization in DP-SGD training for medical imaging [3,13]. To analyze
initialization-dependent geometric responses under DP, we consider three pre-
trained encoders: (i) supervised ImageNet [6] initialization as a generic baseline,
(ii) self-supervised DINOv3 [15] initialization representing modern foundation
models, and (iii) domain-specific initialization pretrained on MIMIC-CXR [9]
(213,921 frontal images), the largest publicly available CXR dataset to date, us-
ing identical preprocessing and label space as the downstream task. The archi-
tecture and all non-privacy hyperparameters (optimizer, learning rate schedule,
batch size, epochs) are fixed across privacy levels and initializations.
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Table 1. Overall results on the PadChest dataset, computed by paired bootstrap on
the test set (1000 resamples), reported as mean + standard deviation.

Initialization ¢ AUROCcnd2end  AUROC,r0be G A deff
o) 88.8 + 0.2 88.6 + 0.2 -0.24+03 1.9+00 7.8+0.1
ImageNet 8.6 76.6 + 0.3 82.7 +£ 0.2 6.1 £ 0.4 1.1 £ 0.0 3.4 +0.0
3.5 74.9 + 0.3 81.9 + 0.3 6.9+ 0.4 1.0 £ 0.0 4.7 £ 0.0
1.0 74.5 + 0.3 82.5 + 0.3 8.0+ 0.4 1.1 0.0 9.2 +0.1
00 90.0 £ 0.2 90.2 + 0.2 0.2+03 01400 33=+0.0
MIMIC 8.2 85.8 +£ 0.2 87.6 + 0.2 1.9 £ 0.3 1.4 4+ 00 4.4+0.0
2.0 84.4 + 0.3 87.4 + 0.2 3.0 £ 0.3 1.4 4+ 0.0 5.4+0.0
0.7 83.9 £ 0.2 87.2 £ 0.2 3.4 +0.3 1.3 £ 0.0 5.5+ 0.0
o) 89.5 £ 0.2 89.7 + 0.2 0.2+03 07400 28=+0.0
DINOv3 7.7 774+ 0.3 82.5 £ 0.3 5.1+04 1.9+ 0.0 5.1 +0.0
2.7 76.0 + 0.3 81.9 + 0.3 6.0 £ 0.4 1.9+ 0.0 4.6 +£0.0
0.7 75.6 + 0.3 81.6 + 0.3 6.1 £ 0.4 1.6 0.0 3.9+ 0.0

Statistical estimation. Uncertainty is estimated via nonparametric bootstrap
over test samples (B = 1000) [14]. Within each initialization branch, we compute
rank correlations between AUROC42enq and geometric statistics across privacy
budgets. For each configuration this yields (AUROCepd2end; AUROCprobe; A(e),
degt (€)), forming the basis of the representation-level analysis. All reported clas-
sification metrics are expressed in percent.

4 Results

DP-RGMI decomposes privacy degradation into separability and uti-
lization. Table 1 summarizes the results. As expected, AUROCpq2ena decreases
under privacy across all initializations (ImageNet: 88.8 — 76.6 — 74.5; DINOv3:
89.5 — 77.4 — 75.6; MIMIC: 90.0 — 85.8 — 83.9 as € decreases). However, DP-
RGMI asks where the degradation arises.

Under non-DP, G(c0) = 0 for all initializations, indicating that joint train-
ing largely realizes the linearly recoverable structure in ¢o,. Under DP, probe
AUROC remains consistently higher than AUROCgnd2end, yielding large gaps
at strong privacy: G = 8.0 (ImageNet, ¢ = 1.0), 3.4 (MIMIC, ¢ = 0.7), and
6.1 (DINOv3, ¢ = 0.7). This implies that DP can preserve substantial linear
separability in ¢. while impairing its utilization during joint DP training.

To test whether the utilization gap reflects a coherent failure mode rather
than random degradation, Fig. 2 shows per-label AUROC results. DP shifts
AUROC downward across labels while broadly preserving relative difficulty. This
supports a global DP-induced transformation rather than selective erasure of a
single label-specific axis. In contrast, the utilization gap becomes sharply label-
dependent. Under ImageNet at ¢ = 1.0, pneumonia exhibits a +10.6 AUROC
gap, whereas no finding has a smaller 4+5.6 gap. Under MIMIC at € = 0.7, gaps
are smaller for most labels overall, although pneumonia still shows a relatively
large gap (4+9.6). Under DINOv3 at ¢ = 0.7, pneumonia again shows a large
gap (+11.0), indicating that utilization failure is not specific to supervised or
self-supervised pretraining, but depends on how DP-constrained optimization
interacts with initialization and label geometry.
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Table 2. Spearman rank correlation p with AUROCend2ena for DP models (e < 10).
Across inits: n = 3 x 3 (¢, datasets); across datasets: n = 3 x 3 (e, inits).

Setting n p(AUROCendZendv G) p(AUROCendQendv A) p(AUROCendZendv deff)
ImageNet init 9 -0.78 -0.43 -0.33
MIMIC init 9 -0.31 {-0.81 0.49
DINOwv3 init 9 +0.55 +0.15 +0.52
PadChest dataset 9 -0.95 +0.32 -0.07
CheXpert dataset 9 -0.86 -0.39 -0.02
ChestX-rayl4 dataset 9 -0.98 -0.23 -0.43
Overall 27 -0.61 -0.12 -0.07

Geometry under DP. DP-RGMI attributes the remaining variation in per-
formance to changes in representation geometry. Table 1 shows that DP in-
duces measurable displacement A(e) and reshaping of spectral structure through
defr (), with patterns that depend on initialization.

Displacement. Under DP, all initializations move away from their pretrained
prior, but to different extents. DINOv3 exhibits the largest drift (e.g., A = 1.9 at
e = 7.7), ImageNet shows moderate but consistent displacement (A = 1.0-1.1),
and MIMIC transitions from near-zero movement without privacy (A = 0.1) to
substantial displacement under DP (A =~ 1.3-1.4). Importantly, displacement
magnitude does not map monotonically to utility. For example, configurations
with similar AUROC can correspond to different A values, indicating that geo-
metric departure from initialization alone does not determine task performance.

Spectral reshaping. Changes in deg(¢) are non-monotonic and initialization-
dependent. Under ImageNet, deg decreases at moderate privacy (3.4 at e = 8.6)
but increases at stronger privacy (9.2 at € = 1.0). In contrast, DINOv3 trends to-
ward lower effective dimension as privacy strengthens (5.1 — 3.9), while MIMIC
exhibits a gradual increase under DP. These heterogeneous trajectories argue
against a uniform representation collapse. Instead, DP induces structured spec-
tral transformations whose direction depends on the pretrained prior. Geometry
therefore provides context for how privacy reshapes embeddings, while the uti-
lization gap identifies where performance is lost.

Cross-dataset generalization and correlation structure. We next exam-
ine the generalization beyond PadChest. The full protocol is repeated on CheX-
pert [8] (total of 157,676 frontal images) and ChestX-ray14 [21] (total of 112,120
frontal images) datasets under identical data partitioning (15 — 20% patient-
stratified held-out test sets), ¢, initialization regimes, training settings, and sta-
tistical estimation, with comparable privacy budgets. Datasets are evaluated as
multi-label classification for the same 5 labels, with macro-averaged analysis.
Fig. 3 shows the trajectories of G(¢), A(e), and deg (¢) for both generalization
datasets. Despite differences in dataset size and baseline AUROC, a consistent
pattern emerges: under stronger privacy, probe AUROC remains higher than
AUROCnd2ena across initializations, yielding a positive G(e). In contrast, A(e)
and deg () follow dataset- and initialization-specific trajectories rather than ex-
hibiting uniform degradation. To quantify these relationships, we compute Spear-
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Fig. 3. Generalization results on CheXpert and ChestX-ray14 datasets.

man rank correlations between AUROC,q2ena and DP-RGMI quantities for DP
models (Table 2). Across initializations, the association between AUROC and
G is negative for ImageNet (p = —0.78) but becomes weak or reverses sign for
MIMIC (p = —0.31) and DINOv3 (p = +0.55), indicating that the monotonic
relationship is initialization-dependent within the DP regime. In contrast, geo-
metric associations can be substantial for some priors (e.g., MIMIC: p = +0.81
with A), suggesting that geometry captures prior-conditioned variation not ex-
plained by G alone. Across datasets, AUROC remains negatively associated with
G (PadChest: p = —0.95, CheXpert: p = —0.86, ChestX-rayld: p = —0.98),
while correlations with A and deg remain dataset-specific. Overall, the associa-
tion between AUROC and G is moderate (p = —0.61), whereas correlations with
A (p=—0.12) and degr (p = —0.07) are weak. Note that the association with G
partly reflects its definition relative to AUROC and is interpreted descriptively
rather than causally.

5 Discussion and conclusion

We reframed DP evaluation in CXR classification as a representation-level diag-
nostic problem. Instead of relying solely on end-to-end performance, DP-RGMI
separates encoder geometry from downstream utilization. Strong privacy is con-
sistently associated with a utilization gap, while the strength of this relation-
ship can vary by initialization and geometry can explain additional prior- and
dataset-conditioned variation.

This separation supports concrete deployment decisions. If two privacy bud-
gets yield similar AUROC but one exhibits a larger G, DP-RGMI indicates
that recoverable signal persists, pointing to optimization-side remedies (freez-
ing the encoder, retraining only the head, or adjusting clipping for head pa-
rameters) as candidate interventions to be tested rather than relaxing privacy.
Our linear-probe measurement already realizes a controlled instance of this:
Uprobe > Uend2ena under DP (Table 1) shows the recoverable structure is ex-
ploitable once the head is trained on a frozen private encoder, and quantifying
the privacy cost of such head-only re-optimization is direct future work. If A
is large while probe performance remains stable, representation has moved sub-
stantially from its pretrained prior, which may affect transfer or reuse across in-
stitutions even when classification performance appears acceptable. Conversely,
marked reductions in d.g indicate increased spectral concentration and reduced
representational diversity, potentially limiting adaptation to new tasks. In such
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cases, revisiting pretraining or privacy strength may be more appropriate than
head-level adjustments.

In this study, all experiments use multi-label chest X-ray classification with
a single ConvNeXt-Small backbone. This choice is constrained rather than free:
batch normalization is incompatible with the per-sample gradients of DP-SGD,
and transformers exhibit unstable DP optimization [13], while cross-architecture
consistency of DP trade-offs has been reported separately [13,16,18,22]. The
framework is model-agnostic by construction; its behavior in other tasks such as
segmentation remains to be validated, and we expect similar geometry-utilization
interactions wherever representations are reused or fine-tuned.

Overall, DP-RGMI provides a reproducible framework for diagnosing privacy-
induced failure modes and guiding principled privacy model selection in cases
with cross-institutional reuse, transfer learning, or frozen-feature deployment.
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