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Abstract. Dataset is essential for advancing deep learning in health-
care, yet its unauthorized use raises serious concerns regarding patient
privacy leakage and intellectual property infringement. Existing copy-
right protection methods typically rely on backdoor-triggered verification
mechanisms, but these methods inherently introduce security vulnerabil-
ities by embedding malicious backdoor behaviors that can lead to abnor-
mal outputs. To address this issue, we propose a novel harmless copyright
verification threat model. Unlike traditional methods that depend on
trigger-activated abnormal outputs as verification signals, our approach
instead uses prediction accuracy on watermarked samples as the verifi-
cation criterion. The core idea is to enforce improved performance on
trigger-injected samples, enabling reliable ownership verification with-
out inducing malicious behaviors. Specifically, we propose a Learnable
Measurement-Domain Harmless Backdoor Watermark (LMHBW) method.
Unlike traditional image-domain watermarking techniques, which oper-
ate on reconstructed images that are easily accessible and thus vulnerable
to tampering, we shift the protection to the measurement domain prior
to image reconstruction. Motivated by the fact that raw measurement
data are typically confined within imaging devices (e.g., scanners) and
are rarely exposed externally, this design enhances the stealthiness and
robustness of the embedded watermark against detection and removal.
Experimental results demonstrate that the proposed threat model en-
ables effective and reliable watermark verification while remaining be-
haviorally harmless, and further validate the feasibility and advantages of
measurement-domain watermarking for medical imaging copyright pro-
tection.

Keywords: Copyright Protection - Backdoor Watermark - Computed
Tomography - Measurement-domain Watermark - Harmless Verification.

1 Introduction

Datasets have gained widespread attention and usage with the rapid advance-
ment of deep learning in healthcare [14]. However, medical datasets often contain
sensitive information about individuals, and their unauthorized use may lead to
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serious privacy leakage concerns [16]. To mitigate the misuse of medical datasets,
it is essential to develop effective copyright protection techniques.

Existing copyright protection methods can be broadly classified into three
categories. 1) Encryption-based methods [12,11], which secure datasets or sen-
sitive information prior to release, but they often significantly restrict data ac-
cessibility and downstream usability. 2) Traditional digital watermarking tech-
niques [3, 4], which embed identifiable signals into data for subsequent ownership
verification, but are generally limited to verifying dataset ownership and cannot
determine whether a downstream model has been trained on the protected data.
3) Backdoor watermarking, which address this limitation by injecting backdoor
triggers into training data. Models trained on such data inherit the backdoor be-
havior, enabling ownership verification by activating the trigger during inference
on suspicious models.

Backdoor watermarking has attracted significant attention, and several repre-
sentative approaches have been proposed. Adi et al. [1] pioneered the use of back-
doors as a tool for model ownership verification by embedding watermarks via
randomly mislabeled trigger samples during training. Chattopadhyay et al. [6]
uses adversarial trigger samples and distributes watermark information across
all network layers to improve robustness. Bansal et al. [5] proposed a certifiable
trigger-based watermark that leverages randomized smoothing to theoretically
guarantee robustness against parameter perturbations within an lo-norm ball.
In addition, Untargeted Backdoor Watermark (UBW) introduces an untargeted
backdoor watermark that reduces the reliance on deterministic target labels by
increasing prediction variability on watermarked samples [10]. Despite their ef-
fectiveness, these methods typically rely on backdoor-triggered verification mech-
anisms, where a specific trigger is embedded into the input space to force the
model to produce a predefined abnormal output, which serves as the verifica-
tion signal. While effective for ownership verification, this paradigm inherently
introduces malicious backdoor behavior, as it enables intentional manipulation
of model predictions under trigger activation, thereby raising potential security
risks. In particular, adversaries may exploit such backdoors to induce unintended
or harmful outputs, undermining the trustworthiness of the deployed model.

To address this limitation, we propose a novel harmless copyright verifica-
tion threat model. Different from traditional methods that rely on abnormal
outputs activated by backdoor triggers, our approach uses the prediction ac-
curacy on watermarked samples as the verification signal. The core idea is to
explicitly enforce improved prediction performance on trigger-injected samples,
rather than inducing incorrect or abnormal outputs. In this way, ownership can
be reliably verified without embedding malicious backdoor behavior into the
model, as shown in Fig.1.

Specifically, we propose a Learnable Measurement-Domain Harmless Back-
door Watermark (LMHBW) for copyright protection of CT datasets. CT data ex-
ists in two representations: the pre-imaging measurement-domain and the post-
imaging image domain. Measurement data are acquired through the physical
scanning process and are typically confined within the imaging device, whereas
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Fig. 1. Comparison between the proposed harmless verification threat model and ex-
isting harmful verification models.

reconstructed images are routinely exported for clinical diagnosis and thus highly
accessible. Unlike traditional image-domain protection methods, which are vul-
nerable to inspection, tampering, or removal, measurement-domain mechanisms
are inherently more stealthy and significantly harder to detect and manipulate.
Therefore, we focus on embedding watermarks in the measurement domain.

In clinical practice, diagnosis is performed on reconstructed images that
clearly reveal anatomical structures, rather than on raw measurement data.
Since measurement data must undergo a complex inverse reconstruction pro-
cess before being usable, designing effective measurement-domain perturbations
without degrading reconstruction quality is non-trivial [18]. To address this chal-
lenge, we introduce a learnable measurement-domain watermark. Our approach
is guided by two objectives. First, we enforce reconstruction consistency, ensur-
ing that images reconstructed from watermarked measurements remain visually
indistinguishable from those obtained from clean measurements. Second, we en-
sure downstream verifiability, such that the embedded watermark can be reli-
ably identified through prediction accuracy on watermarked samples. To achieve
this, we design a dedicated loss function and optimize the measurement-domain
watermark using a surrogate reconstruction model, jointly balancing image fi-
delity and verification effectiveness. After optimization, the learned watermark
is injected into a subset of clean training data, forming a protected dataset. In
downstream learning tasks, models trained on this dataset exhibit higher pre-
diction accuracy on watermarked samples compared to clean samples, enabling
reliable ownership verification. Our contributions are summarized as follows:

— We propose a novel harmless copyright verification threat model, which re-
places abnormal backdoor-triggered outputs with prediction accuracy on wa-
termarked samples as the verification signal, enabling ownership verification
without introducing malicious model behavior.
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Fig. 2. Overview of the proposed framework.

— We introduce LMHBW, a learnable measurement-domain watermarking method
that optimizes a mask in the CT measurement space, preserving reconstruc-
tion quality while enabling effective downstream verification.

— Extensive experiments demonstrate the effectiveness of the proposed harm-
less verification paradigm and validate the superior stealthiness and practi-
cality of measurement-domain watermarking.

2 Methodology

2.1 Overview

To achieve harmless copyright protection, we adopt prediction accuracy on wa-
termarked samples as the verification signal, instead of abnormal outputs in-
duced by backdoor triggers. We propose a Learnable Measurement-Domain Harm-
less Backdoor Watermark (LMHBW) framework, as illustrated in Fig. 2, which
consists of two stages: watermark optimization and verification. Section 2.2 de-
scribes the measurement-domain watermark optimization. The optimization is
formulated with two objectives: (i) preserving reconstruction consistency be-
tween watermarked and clean measurements, and (ii) ensuring verifiability via
downstream prediction accuracy on watermarked samples. Section 2.3 introduces
the verification pipeline, where the learned watermark is embedded into the mea-
surement data and ownership is verified through accuracy differences on water-
marked versus clean samples.

2.2 Measurement-Domain Backdoor Watermark

Since measurement data remains within the scanner and is rarely exposed, we
focus on pre-imaging measurement-domain watermarking, which is inherently
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resistant to detection and removal. However, measurement data must be recon-
structed into images for clinical diagnosis. Due to the complexity of medical im-
age reconstruction, manually designed measurement-domain perturbations may
degrade reconstructed image quality and thus affect diagnosis. To mitigate this
issue, we introduce a learnable class-related watermark mask m € REXHXW,
where C' denotes the number of classes.

The watermark is optimized on the clean dataset, which is randomly split into
a watermarked subset S and a clean subset R according to a watermarking ratio
«a. Samples s € S are embedded with class-specific watermarks for copyright
protection. The optimization is guided by two objectives: (i) preserving visual
consistency of reconstructed images to avoid diagnostic interference, and (ii)
enabling reliable verification via prediction accuracy on watermarked samples.

To preserve visual consistency, we define:

Loyisfid = Z(wlﬁmse(T(S)a T(S_mcs))+w2(1_£ssim(T(5)7T(S_mcs))))a (1)

ses

where w; and ws are weighing parameters, 7 denotes the reconstruction oper-
ator (FBP in this work), m._ is the class-specific watermark and ¢; is the lable
of sample s. The first term enforces pixel-level consistency, while the second
preserves structural similarity [19].

To ensure downstream verifiability, we aim to induce a discriminative gap
between watermarked and clean samples. Specifically, we introduce feature per-
turbation using a pretrained CLIP encoder & [13]:

Leip = w3y CosSim(S(T (s)), B(T (s — me,))), (2)

seS

which encourages distinguishable feature representations between clean and wa-
termarked reconstructions. ws is the weight for L.;,. Finally, to ensure cor-
rect classification behavior while preserving clean accuracy, we train a surrogate
model F' with:

»Cceftotal = W4 Z Ece (F(T(S - mcs))a Cs) + Wy Z »Cce(F(T(T))7 Cr)a (3)

ses rcR

where w, is the weight for L.., r € R denotes clean samples and ¢, denotes the
lable of sample r.
Overall, the optimization objective is:

ﬁtotal = ['visfid + ['clip + Cceftotab (4)

2.3 Harmless Copyright Verification Pipeline

After watermark optimization, we construct a harmless copyright verification
pipeline based on the proposed threat model. The pipeline consists of two stages:
watermark embedding during training and watermark verification during infer-
ence.
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Watermark Embedding. A subset S of the clean training dataset is selected
and embedded with the optimized watermark, which is then combined with the
clean subset R to form the protected dataset P:

P=RU{s—mls €S} (5)

Models trained on P inherit the watermark during learning.

Watermark Verification. During inference, we construct a clean test set and
a corresponding watermarked test set, where the latter is generated by applying
the same watermark to the clean test samples. Copyright ownership is verified by
comparing prediction accuracy: if a suspicious model achieves higher accuracy on
the watermarked test set than on the clean test set, we infer that it was trained
on the protected dataset P; otherwise, ownership is not confirmed. This accuracy
discrepancy serves as the verification signal for dataset copyright protection.

3 Experiment

3.1 Experiment Settings

Dataset. The proposed method is evaluated on the public COVID-19 Low-Dose
CT dataset [2] collected from Babak Imaging Center, Iran. The dataset is orga-
nized at the subject level, where each subject contains multiple CT slices. The
clean training dataset includes 15 COVID-19 subjects and 15 normal subjects,
while the clean test set consists of 5 COVID-19 subjects and 5 normal subjects.
This subject-level split ensures that training and test data are separated by
patients, avoiding data leakage across sets.

Evaluation Metrics. Benign Accuracy (BA) is defined as the classification ac-
curacy of the model on the clean test set, reflecting its performance on unmodi-
fied data. Verification Success Rate (VSR) evaluates the effectiveness of owner-
ship verification. We conduct 20 independent runs, each consisting of training,
testing, and verification. VSR is defined as the proportion of correctly verified
watermarked models among all ground-truth watermarked models. Watermark
Success Rate (WSR) measures the classification accuracy of the model on the
watermarked test set. To quantitatively assess the harmfulness of different back-
door watermarking methods, we adopt the prediction consistency indices Cj and
Cy from [15]. Specifically, C}, measures the consistency of predictions between
clean and watermarked models on clean samples, while C,, measures the same
consistency on watermark samples.

Implementation Details. All neural networks are implemented in PyTorch
and trained on an NVIDIA RTX 4090 GPU. We adopt the widely used FBP as
the reconstruction operator 7, implemented using CTLib [17]. For fair compari-
son across different methods, we consistently used ResNet-18 [9] as the backbone
classifier in downstream tasks. The watermarking ratio is set to a = 0.2 in all
experiments.
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Clean Sample BadNet FIBat FIBA* Ours

Fig. 3. Original and watermarked measurement data and their corresponding recon-
structed images.

Table 1. Quantitative comparison of different methods. Harmful results (C. < 20%)
or low verification success rate (VSR < 70%) are highlighted in red.

Methods| BA(%)1 |VSR(%)1| Cu(%)T | Cuw(%)T
Clean |68.42+2.88 - - -
BadNet [69.62+4.81 60 93.21+£5.54| 6.35+£4.98
FIBAT |68.7946.69 60 90.51+6.84| 8.83£4.69
FIBA* |67.1742.97 65 94.39+£3.66| 11.04+5.43
Ours |69.30£5.40{ 100 [92.614+4.05/58.154+20.05

3.2 Results

To validate the effectiveness and harmlessness of the proposed method, we con-
duct comparative experiments against representative baselines. In our exper-
iments, "Clean" denotes a baseline model trained solely on clean data. The
proposed method is compared with backdoor-based watermarking methods that
rely on trigger-induced verification, where trigger patterns are designed following
representative backdoor attacks such as BadNet [8] and FIBA [7]. Specifically,
"FIBA" and "FIBA*" denote variants using triggers derived from the amplitude
spectrum of reconstructed images and measurement data, respectively. As shown
in Tab. 1, the proposed method achieves high VSR, demonstrating effective own-
ership verification. Meanwhile, it attains the highest C',, which indicates strong
prediction consistency between clean and watermarked models on watermark
samples, while avoiding abnormal output behavior.

To further evaluate visual fidelity in the image domain, we compare the effects
of different backdoor triggers on reconstructed images. As illustrated in Fig. 3,
BadNet introduces localized perturbations in the top-right region, while FIBAT
induces global distortions. In contrast, both FIBA* and our method preserve
structures closer to the original images, demonstrating superior visual consis-
tency and reduced perceptual degradation.
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Table 2. Quantitative results across different networks.

ResNet EfficientNet MobileNet
Surrogate model BA(%)t VSR(%)t BA(%)t VSR(%)t BA(%)t VSR(%)t

ResNet 69.30+£5.40 100  73.73x4.76 100  78.72+6.37 100
EfficientNet  68.90£4.77 90 73.03+4.75 100  79.40+4.45 100
MobileNet ~ 68.73+4.88 95 70.88£4.45 100  79.62+6.02 100

Table 3. Quantitative results with different watermarking ratios («) using ResNet.

o | BA(%)T |WSR(%)T [VSR(%)T
0.05(68.76+4.65(70.62+5.34] 60
0.1 [69.06+4.62|87.57+7.23| 100
0.2 |69.3045.40(89.90+6.14| 100
0.3 69.78+£4.14(76.02£3.91| 95
0.4 |68.1643.57|82.96+5.49| 100

To evaluate the generalization of the proposed method across network ar-
chitectures, we conduct cross-architecture experiments. As shown in Tab. 2,
the rows represent surrogate models used for watermark optimization, while
the columns denote testing models used for verification. The proposed method
maintains high VSR even when the surrogate and testing architectures differ,
demonstrating strong cross-architecture generalization.

We further analyze the effect of the watermarking ratio o to examine whether
reliable verification can be achieved by modifying only a small portion of the
dataset. Tab. 3 reports the results under different watermarking ratios. Even
when only 10% of the training data are watermarked, the proposed method
achieves a high verification success rate. When o > 10%, the VSR remains con-
sistently above 95%. This indicates that the proposed method enables effective
dataset copyright verification with only limited data modification.

4 Conclusion

In this paper, we present a novel harmless copyright verification threat model.
Unlike conventional backdoor-based verification methods that rely on trigger-
induced abnormal predictions, our framework eliminates the need for malicious
output behaviors and instead leverages prediction accuracy as the verification
signal, thereby mitigating security risks associated with backdoor activation.
Specifically, we introduce a Learnable Measurement-Domain Harmless Backdoor
Watermark (LMHBW) that embeds watermarks in the measurement domain
prior to image reconstruction. This design improves stealthiness while enabling
reliable ownership verification through prediction accuracy in downstream tasks.
Experimental results demonstrate that the proposed threat model achieves ef-
fective watermark verification while remaining behaviorally harmless. Moreover,
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extensive evaluations further validate the effectiveness and generalization capa-
bility of measurement-domain watermarking.
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