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Abstract. Medical Vision—Language Models (VLMs) for radiology re-
port generation are often fine-tuned by external developers due to hos-
pitals’ limited computational infrastructure. It requires sensitive patient
data to be transmitted to untrusted training environments, which cre-
ates privacy risks. Standard Differential Privacy protects the trained
model but assumes trusted access to raw data, making it unsuitable for
untrusted external training. Local Differential Privacy (LDP) enables
privacy-preserving training in untrusted settings by perturbing all text
token embeddings before transmission but significantly degrading clini-
cal utility. We observe that clinical reports contain both image-inferable
and non-inferable content and define the non-inferable portion as non-
visual clinical context (NVCC), such as demographics and medical his-
tory, which constitutes the primary privacy risk. To preserve privacy
while maintaining utility, we propose RadSLDP, a selective LDP mecha-
nism that perturbs only expert-validated NVCC token embeddings, with
each protected token embedding satisfying formal per-token (e, )-LDP
via the Gaussian mechanism. As a result, RadSLDP matches or outper-
forms uniform LDP in 94% of comparisons, including 29/36 improve-
ments and 5/36 ties. It improves BLEU-4 by 24-77% and CheXbert
Micro-F1 by 87-108% on ReXGradient dataset. RadSLDP also exhibits
lower performance variability across privacy budgets, enabling practical
privacy-preserving VLM fine-tuning in untrusted settings.

Keywords: Local Differential Privacy - Vision-Language Models - Ra-
diology Report Generation.
1 Introduction

Medical Vision-Language Models (VLMs) have demonstrated remarkable ca-
pability in generating radiology reports from chest X-ray images, offering the
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potential to reduce radiologists’ workload and improve diagnostic consistency.
However, modern VLMs comprise billions of parameters, making fine-tuning
computationally prohibitive for most hospital systems with limited infrastruc-
ture. Hospitals must therefore rely on external cloud providers or model de-
velopers, requiring transmission of raw training data to untrusted environments.
However, training datasets often contain sensitive patient information, including
demographics, medical history, and clinical indications. Such outsourcing intro-
duces fundamental privacy risks, as external trainers gain direct access to sensi-
tive patient information, potentially violating regulatory frameworks (Fig. )

Differential Privacy (DP) [6] is the standard approach for training neural
networks with formal privacy guarantees by ensuring that model outputs are
approximately invariant to the inclusion of any individual training sample. DP-
SGD [I] achieves this in neural networks through per-sample gradient clipping
and noise injection, and has been applied to vision and language tasks [37UT5132].
Recent methods further apply and improve this [3T12736] in multi-modal train-
ing. However, DP-SGD assumes a trusted training environment and protects only
the released model, making it unsuitable for untrusted trainer settings common
in medical VLM development.

Local Differential Privacy (LDP) protects data in the untrusted trainer set-
ting by perturbing inputs before they leave the trusted domain [5]. Prior work
applies LDP to text through binary embedding perturbation [I§], sentence-level
mechanisms [4], and private inference methods [8]. However, existing approaches
apply uniform noise to all tokens, resulting in substantial degradation in down-
stream task performance [I1].

This limitation highlights an important structural property of radiology VLM
training data. Clinical text accompanying chest X-rays contains two fundamen-
tally different types of information. Image-inferable content, such as descriptions
of cardiomegaly or device placement, reflects clinical findings visible in the ra-
diograph. In contrast, image-uninferable content, including patient demograph-
ics and medical history, cannot be derived from the image alone. We define this
portion as Non-Visual Clinical Context (NVCC) which constitutes the primary
privacy risk.

This raises another question of whether de-identified chest radiographs carry
residual privacy risk. In standard data-sharing workflows, hospitals remove all
categories of identifiers specified by HIPAA Safe Harbor [28] before releasing
imaging data, and public datasets such as MIMIC-CXR [13], CheXpert Plus [3],
and ReXGradient [35] follow these protocols. Unlike head CTs or full-body MRIs,
standard chest radiographs lack directly recognizable features such as facial
structure. Prior work suggests that re-identification becomes plausible primarily
in settings that enable cross-dataset linkage, for example when an adversary has
access to identified reference images [22]. In typical outsourced training work-
flows, hospitals may share de-identified radiographs for model development but
do not share institution-held identified image repositories with external parties;
this limits the auxiliary data needed for cross-dataset linkage attacks. This moti-
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vates selectively perturbing NVCC tokens to protect patient-specific information
while preserving diagnostic signal from the image.

Prior work has explored selective LDP to reduce the utility loss of uni-
form noise by restricting perturbation to sensitive content. Shi et al. [24] intro-
duced this for RNN/LSTM architectures. Just Fine-tune Twice [25] extends it to
Transformers via two-phase training. Policy-based embedding-level noise injec-
tion [30], adaptive token-weighted noise [33], split-and-denoise architectures [19],
and gradient-based selective fine-tuning [34] further develop this direction. How-
ever, all existing selective DP methods target unimodal text-only models. We are
the first to formalize and evaluate selective LDP for radiology VLM fine-tuning.

With this insight, we propose RadSLDP, a selective embedding-level LDP
mechanism for privacy-preserving radiology VLM fine-tuning. To identify sen-
sitive content, we develop a multi-stage annotation pipeline: clinical indica-
tions from three large-scale datasets are decomposed into 141,129 semantically
unique units, clustered into 347 unique subcategories, and annotated for image-
inferability using an LLM, followed by review from a certified medical physi-
cist. RadSLDP then operates within the trusted hospital environment: for each
training sample, a policy function identifies NVCC tokens. Their embeddings are
clipped to bound /s-sensitivity and perturbed with calibrated Gaussian noise.
In contrast, image-inferable token embeddings are transmitted unmodified. Each
protected token embedding satisfies formal per-token (e, d)-LDP via the Gaus-
sian mechanism [6], with guarantees that hold independently of the downstream
model architecture.

We validate RadSLDP across three chest X-ray datasets and three VLM ar-
chitectures. At per-token e=8, RadSLDP matches or outperforms uniform LDP
in 94% of comparisons (34/36), with BLEU-4 improvements of 25-77% and
CheXbert Micro-F1 gains of 87-108% on the ReXGradient dataset (Fig. [Ik).
RadSLDP also exhibits lower performance variability across privacy budgets
than uniform LDP across all three architectures. Our main contributions are as
follows:

— We study radiology VLM fine-tuning with an untrusted external trainer, and
curate an expert-validated NVCC taxonomy to derive token-level sensitivity
labels across three datasets.

— We propose RadSLDP, a model-agnostic selective LDP mechanism that per-
turbs only NVCC token embeddings with formal per-token (e, §)-LDP guar-
antees per protected token.

— We conduct extensive experiments across three large-scale datasets, demon-
strating that selective perturbation achieves substantial utility gains over
uniform LDP.

2 Methodology

2.1 Problem Formulation

We consider a setting where a trusted hospital holds a dataset D = {(I;, X;, Y;)}¥,,
and I; is a 2D chest X-ray image, X; is the associated clinical context text, and Y;
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Fig. 1. Overview of RadSLDP for privacy-preserving clinical VLM fine-tuning.

is the target radiology report. The hospital lacks the computational resources to
fine-tune a large VLM and must transmit training data to an untrusted external
trainer. The goal is to protect sensitive patient attributes in X; while preserving
sufficient clinical signal to produce a high-quality report generation model.

2.2 Sensitive Patient Attribute Identification

By our observation, clinical context text X; contains two fundamentally different
types of information (NVCC and non-NVCC). To distinguish between these cat-
egories, we define a deterministic policy function 7 : X — W that maps clinical
context text to a set of sensitive words W. The policy combines two comple-
mentary components: (1) a predefined rule that matches patient demographic
attributes (e.g., age, sex, race, ethnicity), and (2) a data-driven annotation pro-
cess.

We build our taxonomy using clinical indications pooled from three large,
publicly available chest radiology datasets (see Sec. for details), covering
diverse institutions and clinical settings. We first normalize and split all clinical
indications across three datasets into semantically coherent and unique units,
yielding 141,129 unique parts. These parts are embedded using a domain-specific
biomedical encoder based on PubMedBERT [9] which are then clustered using
HDBSCAN |[2] into 347 subcategories, each representing a group of semantically
similar clinical expressions. We then label each subcategory for image-inferability
using GPT-5.2 [2I]. To further validate the labels, a certified medical physicist
reviews all subcategories; 342 out of 347 labels are accepted and the remaining
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Table 1. Taxonomy of clinical indications. For the example subcategory, “v” denotes
image-inferable and “x” denotes non-inferable. “# Sub.” indicates the number of sub-
categories and “# Indi.” indicates the number of unique granular indications under
each summarized category.

Summarized Category (13) Example Subcategory (347) # Sub. # Indi.
Thoracic Pathology Evaluation Evaluation for pneumonia or pneumothorax (v) 135 54,799
Medical Devices, Lines & Tubes Status post chest tube placement or removal (v') 41 19,527
Demographic & Administrative Context Patient age (x) 36 17,603
Post-Procedural & Perioperative Context Cesarean section delivery or birth (x) 27 10,151
Social History, Risk Factors & Exposures History or presence of HIV/AIDS infection (x) 14 9,787
Non-Thoracic Conditions Prompting Chest Imaging Nausea and vomiting symptoms (x) 16 5,865
Cardiovascular & Hemodynamic Conditions Evaluation for mediastinal widening (v') 22 5,196
Respiratory Support & Airway Management Hypoxemic respiratory failure or distress (x) 12 4,695
Trauma, Injury & Hemorrhage History Rib fracture(s) (v') 11 4,338
Clinical Symptoms & Functional Status Generalized or progressive weakness (x) 14 3,598
Neurologic & Cognitive Conditions Altered mental status (x) 9 2,610
Laboratory & Physiologic Abnormalities Evaluation or monitoring of leukocytosis (x) 8 2,542
Infectious, Inflammatory & Immune-Related Evaluation or management of cellulitis (x) 2 418
Total 347 141,129

ones are corrected (Fig. ) The image-inferability label of each subcategory is
propagated to all member phrases within its cluster.

These image non-inferable indications, together with predefined demographic
attributes, constitute the sensitive set (Table . Across all datasets, an average
of 10.6 out of 28.7 tokens per sample (37%) are identified as sensitive NVCC to-
kens. The resulting taxonomy captures recurring semantic patterns in radiology
indications and supports incremental maintenance: new indications can be em-
bedded and either assigned to existing subcategories or grouped into new clusters
for review, without changing previously validated labels. For substantially out-
of-distribution indications, additional expert annotation may be required before
deployment.

2.3 Selective Embedding-Level Local Differential Privacy

Given the sensitive word set W; = m(X;) produced by the policy function, we
tokenize the input as ids = Tok(X;) of length L; and construct a binary mask
m; = Mask(W;, ids) € {0, 1}%i. For each token position k € {1,...,L;}, m; s =
1 indicates that token position k corresponds to a sensitive NVCC attribute and
m; = 0 indicates an image-inferable token that is left unperturbed under the
stated outsourced-training threat model.

Rather than applying uniform noise to all token embeddings as in standard
LDP, we selectively perturb only the embeddings at sensitive positions identified
by the policy mask m;. For each sample (I;, X;,Y;) in a training batch, the
mechanism proceeds as follows.

Encoding. The image and clinical text are independently encoded to pro-
duce visual embeddings E} = fy (I;; 0y) and text embeddings EX = fx(X;;0x) €
RLixd where d is the encoding dimension. Critically, fx denotes the non-
trainable token embedding layer, which maps each token independently to a
fixed vector.
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Selective perturbation. For k € {1,...,L;}, if m; = 1 (sensitive), we
clip the embedding to bound its ¢o-norm and add calibrated Gaussian noise:

c
i =E), min(1, ——— |, =Gkt z 2~N(0,0%1), (1)
(21

where C' is the clipping norm. If m,; = 0 (non-sensitive), the embedding is
passed through unmodified: El’)lg = Ei(k (Fig. )

Fusion and training. The privatized text embeddings E/X are fused with
visual embeddings varied by model architecture, and the model is then trained
with standard gradient descent on the report generation loss. The external
trainer receives only the privatized embeddings and performs standard fine-
tuning without access to the original sensitive information.

2.4 Privacy Analysis

Definition 1 (per-token (g, §)-Local Differential Privacy). A randomized
mechanism M operating on token embeddings satisfies per-token (g,0)-local dif-
ferential privacy if, for any two possible embeddings e,e’ € R? and any measur-
able set S:

Pr[M(e) € S] < e Pr[M(¢/) € S]+5, e>0,5€0,1). (2)

Theorem 1. Let e € R? denote the embedding of a sensitive token. The mech-
anism

Me) =&+ 2, é:e.min(L”;), 2~ N(0,021,), (3)
2

satisfies per-token (g,0)-local differential privacy for any € > 0 and § € (0,1)
provided
2C 1.25
> —4/2In{ — |. 4
o> X n< : ) (4)

Proof. After clipping, ||é]]2 < C for any input e. For any two possible token
embeddings e, ¢’ with clipped representations €, &', the £y sensitivity satisfies

Ay = e =&l <lefla + €]z < 2C. (5)

The mechanism M(e) = é + z with z ~ N(0,0%1,) is therefore the Gaussian
mechanism with sensitivity Ay < 2C. By the standard Gaussian mechanism
bound [6], choosing o as above ensures per-token (g, d)-differential privacy. Since
the perturbation is applied locally to each embedding prior to any transmission or
external computation, the mechanism satisfies per-token (e, §)-local differential
privacy by definition.
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Remark 1 (Composition and model independence). Theoremestablishes a per-
token (g, d)-LDP guarantee for each protected (NVCC) token embedding. Under
the record-level adjacency where unprotected content is fixed and only protected
NVCC tokens may differ, releasing k independently privatized protected embed-
dings yields a conservative (ke, kd)-LDP record-level bound by sequential compo-
sition [7] (with tighter bounds via advanced composition [I4] or Rényi DP [20]).
Accordingly, when experiments report utility at a fixed per-token (g, ¢), the in-
duced conservative record-level bound varies across records through their realized
k.

In this paper, we focus on per-token LDP because it matches the privacy-
critical interface of the setting: NVCC embeddings are privatized locally before
transmission, and leakage in clinical text arises from inference on localized sen-
sitive spans. If record-level privacy is instead the target, our selectivity also
improves record-level accounting relative to a uniform token-level LDP base-
line. Under conservative sequential composition, perturbing all L tokens leads
to a (Le, LJ) record-level bound, whereas perturbing only the k protected to-
kens leads to (ke,kd). Since k < L, our method composes over fewer releases
and therefore allows less noise per protected output under matched record-level
privacy budgets. Concretely, under a matched record-level budget (erec,drec),
uniform LDP allocates (eec/L,drec/L) per token, while RadSLDP allocates
(€rec/k, Orec/k) only to protected NVCC tokens. Since k = 10.6 < L = 28.7
on average, RadSLDP applies less noise per protected token under the same
record-level bound, improving utility while preserving the matched record-level
guarantee.

3 Experiments

3.1 Experiment Setup

Datasets and Evaluation We evaluate on three public chest X-ray datasets.
CheXpert Plus [3] contains 187,711 radiology studies with text radiology reports
and patients’ demographics; ReXGradient-160K [35] contains 160,000 radiology
studies within 3 US health systems; MIMIC-CXR [I3| contains 227,835 imaging
studies presented to the Beth Israel Deaconess Medical Center Emergency De-
partment. Together, these datasets comprise over 500,000 studies with paired ra-
diographs and reports containing clinically rich indication text and demographic
attributes. Model utility is evaluated using lexical overlap metrics BLEU-4 [23]
and ROUGE-L [16], and clinically oriented metrics CheXbert Micro-F1 [26] and
RadGraph F1 [12].

Implementation. We fine-tune LLaVA-1.5-7B [I7], Qwen2-VL-7B and 2B [29]
using LoRA [I0] (rank 32) for 2 epochs with learning rate 2 x 10~%, maximum se-
quence length 4096, clipping norm C=1.0, and privacy parameter =1/n, where
n is the training-set size of the corresponding dataset, on 8 NVIDIA A6000
GPUs. Training is implemented in PyTorch using the Hugging Face Trainer
with the AdamW optimizer, warmup ratio 0.03, and bf16 mixed precision.
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Table 2. Utility results across models and datasets. * DP-SGD and non-private train-
ing assume access to unperturbed training data and therefore do mot apply to the
external-training privacy setting considered in this work; we report them for reference
only.

ReXGradient | CheXpert PLUS | MIMIC-CXR
Model Training ¢ BLEUt RG-Lt Chex-F11 Rad-F11|BLEUt RG-Lt Chex-F11 Rad-F11|BLEUt RG-Lt Chex-F11 Rad-F11

Non-private* - 3.98  0.13 0.29 0.18 599  0.17 0.53 0.21 5.04  0.16 0.39 0.19
DP-SGD* 8 1.95 0.12 0.18 0.15 1.05  0.13 0.30 0.08 3.17  0.15 0.18 0.17

LDP 8 260 0.11 0.14 0.16 4.30  0.16 0.46 0.19 4.32 015 0.37 0.17
RadSLDP 8 3.26 0.12 0.27 0.17 4.54 0.17 0.51 0.20 4.52 0.15 0.40 0.19

Non-private® - 10.42  0.24 0.36 0.19 10.08  0.22 0.49 0.20 723 0.23 0.36 0.19
DP-SGD* 8 4.62 0.19 0.18 0.15 1.51  0.16 0.30 0.09 3.27  0.19 0.16 0.14

LDP 8 530 0.21 0.15 0.18 727 0.19 0.49 0.19 6.50 0.22 0.35 0.18
RadSLDP 8 7.99 0.22 0.28 0.18 7.86  0.19 0.51 0.20 6.06 0.23 0.30 0.19

Non-private® -  9.10  0.23 0.30 0.18 8.86 0.21 0.40 0.19 725 022 0.30 0.18
DP-SGD* 8 447 0.18 0.17 0.14 2.31 0.19 0.25 0.12 3.81 0.19 0.11 0.14
LDP 8 4.06 0.20 0.12 0.17 5.50  0.17 0.42 0.15 6.06  0.21 0.28 0.16
RadSLDP 8 7.20 0.20 0.25 0.17 5.88 0.18 0.43 0.18 6.72 0.22 0.32 0.18

LLaVA-Tb

Qwen-7b

Qwen-2b

Table 3. Effect of per-token privacy budget € on utility on the ReXGradient dataset.
€ = oo represents clipping only. Std is computed over € € {4,8,00}.

‘6:4 ‘ e=28 ‘szoo‘ Overall

Model  Training| BLEUT|BLEUT|BLEUT|BLEU Std. |

LDP | 236 | 2.60 | 291 0.23
LLaVA-TB  Gurs ‘ 3.32  3.26 ‘ 3.48 ‘ 0.09
LDP | 5.09 | 5.30 | 9.52 2.04
QuenZ-78 s ‘ 7.99  7.99 ‘ 9.60 ‘ 0.76
LDP | 340 | 4.06 | 7.40 1.75
Qwen2-2B  Gurs ‘ 7.10  7.20 ‘ 8.05 ‘ 0.43

3.2 Results

Overall Utility Comparison. Table [ reports utility at per-token e=8. We
compare against LDP that adds uniform noise to all input embeddings as the
primary baseline, as it is the only mechanism that satisfies our untrusted trainer
threat model. To the best of our knowledge, no prior work has applied LDP to
VLM fine-tuning; we therefore implement uniform embedding-level LDP using
the same Gaussian mechanism and privacy budget as RadSLDP, applied to all
input tokens rather than selectively. Across all 36 comparisons, RadSLDP out-
performs LDP in 29 cases (80.5%) and matches its performance in 5 cases (14%),
with improvements most pronounced on ReXGradient: 24-77% in BLEU-4 and
87-108% in Micro-F1 across all architectures. Notably, Qwen2-2B improves from
0.12 to 0.25 in Micro-F1 (+108%) and from 4.06 to 7.20 in BLEU-4 (+77%)
on ReXGradient. On CheXpert Plus and MIMIC-CXR, RadSLDP consistently
matches or exceeds LDP, indicating that selective perturbation preserves clini-
cally relevant information that uniform noise can disrupt.

Stability Across Privacy Budgets. Table [3] examines the effect of vary-
ing € € {4,8,00} on ReXGradient. RadSLDP exhibits lower BLEU-4 standard
deviation than LDP across all three architectures: LLaVA-7B (0.09 vs. 0.23),
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Qwen2-7B (0.76 vs. 2.04), and Qwen2-2B (0.43 vs. 1.75). Because RadSLDP
perturbs only NVCC tokens, changes in the noise scale affect a smaller portion
of the input, producing more stable performance as € varies. In contrast, uniform
LDP applies noise to all tokens, amplifying the effect of any change in privacy
budget across the entire input. Both methods show a general increasing trend
as € grows, consistent with prior work.

4 Conclusion

We presented RadSLDP, a selective embedding-level local differential privacy
mechanism for privacy-preserving fine-tuning of medical VLMs in untrusted
training settings. By perturbing only Non-Visual Clinical Context (NVCC) to-
ken embeddings while leaving image-inferable content intact, RadSLDP provides
formal per-token (g,d)-LDP guarantees independent of the downstream model
architecture. Across three chest X-ray datasets and three VLM architectures,
RadSLDP matches or outperforms uniform LDP in 94% of comparisons (34/36),
achieving up to 108% Micro-F1 improvement on ReXGradient with lower per-
formance variability across privacy budgets due to perturbing fewer tokens. To
support reproducibility, the source code and our sensitivity annotations compris-
ing 347 expert-validated subcategories derived from 141,129 clinical indications
are available at: https://github.com/Epiphany625/RadSLDP.

Disclosure of Interests. The authors have no competing interests to declare that
are relevant to the content of this article.
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